UBND TINH BA RIA-VUNG TAU CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Péc 1ap - Tw do - Hanh phic

Sb: 1421 /SYT-KHTC Ba Ria-Viing Tau, ngay 26 thang 4 nam 2024
V/v canh béao 15 hdng bao mat
anh huong cao va nghiém trong
trong céc san pham Microsoft
cong bo thang 04/2024

Kinh gtri: Cac co quan, don vi tryc thudc

S¢ Y té nhan duoc Cong van sb 810/STTTT-CDSBCVT ngay 22 thang
04 nam 2024 cua SO Thong tin va Truyén thong vé viéc canh bao 16 hong bao
mat anh huong cao va nghiém trong trong cac san phdm Microsoft céng bd
thang 04/2024.

S¢ Y té thong bao dén cic co quan, don vi truc thudc danh sach ban va
thang 04/2024 voi 147 16 hong an toan thong tin trong cac san pham cua minh,
dac bi¢t cac 16 hong c6 mirc &nh hudng cao va nghiém trong nhu sau:

- L6 hong an toan thong tin CVE-2024-20678 trong Remote Procedure
Call Runtime (RPC);

- 03 15 hong an toan thong tin CVE-2024-21322, CVE-2024- 21323,
CVE-2024-29053 trong Microsoft Defender for 10T;

- Lb hong an toan thong tin CVE-2024-26256 trong thu vién ngudén md
libarchive;
- L héng an toan thong tin CVE-2024-26257 trong Microsoft Excel; 07
16 hong an toan thong tin CVE-2024-26221, CVE-2024-26222, CVE-2024-
26223, CVE-2024-26224, CVE-2024-26227, CVE-2024-26231, CVE-2024-

26233 trong Windows DNS Server, cho phép ddi twong tin cong thyc thi ma tir
Xa.

- Lb hong an toan théng tin CVE-2024-29988 trong SmartScreen cho
phép doi tugng tan cong vuot qua co ché bao vé.

- L6 hong an toan thong tin CVE-2024-20670 trong Outlook for Windows
1am 16 lot NTML hash; L3 hong an toan thong tin CVE-2024-26234 trong Proxy
Driver, cho phép dbi tuong tin cong thuc hién tan cong gia mao (spoofing).

SG Y té dé nghi cac co quan, don vi truc thudc kiém tra, ra soat, xac dinh
cac thiét bi c6 kha ning bi anh hudng, thuc hién cip nhét ban va kip thoi dé
tranh nguy co bi tdn cong.

pPé nghi cac co quan, don vi truc thude trién khai thuc hién./.



(Pinh kém Céng van sé 810/STTTT-CDSBCVT ngay 22/4/2024 ciia So

Théng tin va Truyén thong; Cong vin s6 608/CATTTNCSC ngay 17/4/2024 ciia
Cuc An toan thong tin).

Noi nhén: KT. GIAM POC
- Nhu trén;

- Giam dbc;

- Céc P.Giam ddc SYT;
- Cac don vi truc thudc;
- Luu: VT, KHTC.
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