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SOY TE Poc 1ap - Ty do - Hanh phic

Sb: 5006/SYT-KHTC Ba Ria - Viing Tau, ngayp8thdng 11 nam 2024

VIV canh bao chién dich tin cong co
chu dich cia nhém APT Earth Estries.

Kinh gtri: Cac co quan, don vi truc thudéc So'Y té.

S Y té nhan Cong vin sb 3178/STTTT-CDSBCVT ngay 26/11/2024 cua
S¢ Thong tin va Truyén thong, vé viéc canh bao chién dich tin cong c6 chi dich
cia nhom APT Earth Estries;

Theo d6, Cuc An toan thong tin da phat hién va ghi nhan thong tin lién
quan dén chién dich tdn cong c6 chu dich ctia nhom APT Earth Estries. Nhoém
sir dung hai chudi tin céng c6 diém twong dong voi nhau dé khai thac 16 hong an
toan thong tin ton tai trén cac hé thong nhu may chi Microsoft Exchange, cong
cu quan ly adapter mang, muc tiéu chil yéu 1a cac don vi quan 1y ha ting mang
va hé thong thong tin quan trong.

Pé bao dam an toan thong tin mang; S& Y té dé nghi cac co quan, don vi
kiém tra, ra soat hé thong thong tin c6 kha niang bi anh huong boi 16 hong an
toan thong tin trén; ting cuong giam sat va san sang phuong an xir Iy khi phat
hién c6 dau hiéu bi khai thac, tin cong mang; thuong xuyén theo doi kénh canh
bao clia cic co quan chirc niang va céc to chiic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tdn cong mang; bao cdo két qua ra soat vé So Y té
truée ngay 01/12/2024 (néu c6 phat hién c6 dau hiéu bi khai thac, tin cong
mang) dé tong hop bao cdo S& Thong tin va Truyén thong, Cuc An toan thong
tin theo quy dinh.

Thong tin chi tiét cac 16 hong bao mat nhu trong Cong vian s
2448/CATTT-NCSC ngay 22/11/2024 cia Cuc An toan thong tin (kém theo).

Trong trudng hop can hd tro xtr 1y, tng ctru va khic phuc su ¢b, dé nghi
lién hé véi cac dau mdi hd trg néu trong Coéng vian sé 2923/STTTT-
TTCNTT&TT ngay 30/10/2024 ciia S¢ Thong tin va Truyén thong hodc dau
moi S Y té&: Ba Nguyén Thi Kim Ngan, phong Ké hoach-Tai chinh; dién thoai:
0889.033.054; email: nganntk@soyte.baria-vungtau.gov.vn./.
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