UBND TINH BA RIA-VONG TAU CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Poc lap - Ty do - Hanh phiic

Sb: 3350/SYT-KHTC Ba Ria-Viing Tau, ngay 2] thing 8 nam 2024
V/v canh béo 15 hong bao mat anh
huong cao va nghiém trong trong
cac san pham Microsoft cong bod
thang 08/2024.

Kinh gtri: Thu trudng cac co quan, don vi truc thudc.

S6'Y té nhan Cong vian s6 2130/STTTT-CDSBCVT ngay 20/08/2024 cua S6
Thong tin va Truyén thong vé viéc canh bao 16 hong bao mat anh huong cao va
nghiém trong trong cac san pham Microsoft cong bo thang 08/2024.

Theo d6, Microsoft da phat hanh danh sach ban va thang 08 v4i 90 16 hong an
toan thong tin trong cac san pham ciia minh, dic biét cac 16 hong c6 mirc anh hudng
cao va nghiém trong sau:

- L hong an toan thong tin CVE-2024-38063 trong Windows TCP/IP; 02 15
hong an toan thong tin CVE-2024-38218, CVE-2024-38219 trong Microsoft Edge
cho phép d6i twong tan cong thyc thi ma tir xa.

- L5 hong an toan thong tin CVE-2024-38199 trong Windows Line Printer
Daemon (LPD) Service cho phép d6i tugng tan cong thuc thi ma tir xa. Thong tin
chi tiét vé 16 hong da duoc cong bd cong khai.

- Lb hong an toan thong tin CVE-2024-38189 trong Microsoft Project cho
phép d6i tugng tin cong thuc thi ma tir xa. L hong hién dang bi khai thac trong thuc
té.

- L) hong an toan théng tin CVE-2024-38193 trong Windows Ancillary
Function Driver for WinSock; L3 hong an toan thong tin CVE-2024-38107 trong
Windows Power Dependency Coordinator cho phép d6i tugng tin cong thuc hién
leo thang didc quyén. Lo hong hién dang bi khai thac trong thuyc té.

Ngoai cac 16 hong an toan thong tin néu trén, con ton tai mot s 16 hong an
toan thong tin khac c6 thé anh huong dén hé thong thong tin clia cac co quan, don
vi. S&' Y té dé nghi co quan, don vi dang sir dung cac san pham cua Microsoft tién
hanh kiém tra, ra soat, xac dinh cac thiét bj c6 kha nang bi &nh hudng, thuc hién cép
nhat ban va kip thoi dé tranh nguy co bi tin cong. Thong tin chi tiét cac 16 hong bao
mat nhu trong Cong van s6 1667/CATTT-NCSC ngay 19/8/2024 cta Cyc An toan
thong tin kém theo.

Trong trudong hop can ho trg xur ly, tng ctru va khac phuc su cd, dé nghi lién
hé vo1 cac dau moi ho tro:
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- Pau mdi diéu phdi tmg ctru su ¢b qudc gia:

Trung tdm Dit liéu y té - Cuc Cong nghé thong tin, Bo Y té (ThS. Hoang Pang
Tri; dién thoai: 0987772483; Email: trihd.cntt@ moh.gov.vn);

Cuc An toan thong tin; dién thoai: 0869100320; Email: ais@mic.gov.vn.

Trung tdm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC)
dién thoai: 02436404421 hoac s6 dién thoai truc duong day nong ung clru su co:
0869100317; Email: ir@vncert.vn.

Trung tdm Gidm sat an toan khong gian mang qudc gia (NCSC); dién thoai:
02432091616 hoic s6 dién thoai truc duong day nong ho trg giam sat, canh bao sém:
0336666905; Email: ais@mic.gov.vn.

- Pau méi S Thong tin va Truyén thong tinh Ba Ria-Viing Tau:

Ong Trang Mach Hoang Nguyén, Phong Vién Thong - Cong nghé thong tin;
dién thoai: 0909813717; Email: nguyentmh@ sotttt.baria-vungtau.gov.vn

Ong Pham Huynh Quang Vinh, Trung tdm CNTT va Truyén thong tinh;
dién thoai: 0908380621; Email: vinhphg@sotttt.baria-vungtau.gov.vn

- Pau mdi SO Y té: Ba Nguyén Thi Kim Ngan, Phong Ké hoach-Tai chinh;
dién thoai: 0889033054; Email: nganntk@soyte.baria-vungtau.gov.vn

bé nghi cac co quan, don vi nghiém tac trién khai thyc hi¢n./.
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