UBND TINH BA RIA-VONG TAU  CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Poc 1ap - Tw do - Hanh phic

S6: 2289/SYT-KHTC Ba Ria-Viing Tau, ngay20 thang 6 nam 2024
V/v canh bao 15 hdng bao mat anh
hudng cao va nghiém trong trong

cac san pham Microsoft cong bd
thang 6/2024.

Kinh gtri: Thu trudng cac co quan, don vi truc thude.

S6 Y té nhan Cong van s0 1377/STTTT-CDSBCVT ngay 17/6/2024 ciia
So Thong tin va Truyén thong vé viéc canh bao 16 hong bao mat anh huong cao
va nghiém trong trong cac san pham Microsoft cong bo thang 6/2024.

Theo d6, Microsoft di phat hanh danh sich ban va thang 05 vé&i 49 16
hong an toan thong tin trong cac san pham cta minh, dic biét cac 16 hong co
muirc anh hudng cao va nghiém trong sau:Ld hong an toan thong tin CVE-2024-
30080 trong Microsoft Message Queuing (MSMQ); L& hong an toan thong tin
CVE-2024-30103 trong Microsoft Outlook; L3 hong an toan thong tin CVE-
2024-30078 trong Windows Wi-Fi Driver; 03 15 hong an toan thong tin CVE-
2024-30101, CVE-2024-30 102, CVE-2024-30104 trong Microsoft Officel; Lo
hong an toan thong tin CVE-2024-30100 - L3 hong an toan thong tin CVE-
2024-30044 trong Microsoft SharePoint Server; L hong an toan thong tin
CVE-2024-30042 trong Microsoft Excel cho phép ddi tuwong tan cong thuc thi
ma tu xa.

S¢'Y té dé nghi co quan, don vi dang str dung cac san pham cta Microsoft
thuc hién kiém tra, ra soat, xac dinh cac thiét bi c6 kha nang bi anh hudng, thuc
hién cap nhat ban va kip thoi dé tranh nguy co bi tan cong. Thong tin chi tiét cac
16 hong bao mat nhu trong Coéng van s6 1096/CATTT-NCSC ngay 14/6/2024
cta Cyc An toan thong tin kém theo.

Trong trudng hop can hd tro xtr 1y, tng ctru va khic phuc su ¢b, dé nghi
lién h¢ véi cac dau moi hd tro:

- Pau mdi diéu phdi tmg ctru su ¢b qudc gia:

Trung tdm Dit liéu y té - Cuc Cong nghé thong tin, B4 Y té (ThS. Hoang
Pang Tri; dién thoai: 0987772483; Email: trihd.cntt@ moh.gov.vn);

Cuc An toan thong tin; dién thoai: 0869100320; Email: ais@mic.gov.vn.

Trung tim Ung cGu khan cédp khoéng gian mang Viét Nam
(VNCERT/CC); di¢n thoai: 02436404421 hodc s6 dién thoai tryc duong day
néng ung ctru su co: 0869100317; Email: ir@vncert.vn.


mailto:trihd.cntt@%20moh.gov.vn

Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC); dién
thoai: 02432091616 hoiic s6 dién thoai tryc dudong diy nong hod trg giam sat,
canh bdo som: 0336666905; Email: ais@mic.gov.vn.

- Pau mdi So Thong tin va Truyén thong tinh Ba Ria-Viing Tau:

Ong Trang Mach Hoang Nguyén, Phong Vién Thong - Cong nghé thong
tin; dién thoai: 0909813717; Email: nguyentmh@ sotttt.baria-vungtau.gov.vn
Ong Pham Huynh Quang Vinh, Trung tim CNTT va Truyén thong tinh;
dién thoai: 0908380621; Email: vinhphq@sotttt.baria-vungtau.gov.vn
- Pau mdi S6 Y té: Ba Nguyén Thi Kim Ngan, Phong Nghiép vu; dién
thoai: 0889033054; Email: nganntk@soyte.baria-vungtau.gov.vn
pé nghi cac co quan, don vi nghiém tic trién khai thuc hién./.
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