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Sb: 2861/SYT-KHTC Ba Rja-Viing Tau, ngay25thang07nam 2024

V/v canh bao rui ro an toan thong
tin lién quan dén san pham cua
CrowdStrike

Kinh giri:  Cac co quan, don vi truc thudc.

S¢' Y té nhan Cong van sb 1849/STTTT-CDSBCVT ngay 24/07/2024 cua
S¢ Thong tin va Truyén théng, vé viéc canh bao rii ro an toan thong tin lién
quan dén san pham cua CrowdStrike. Theo d6, Trung tdm Giadm séat an toan
khong gian mang qubc gia (NCSC) da phat hién da phat hién rii ro an toan
thong tin lién quan dén san pham ciia CrowdStrike va da gdy anh huong toi
nhiéu co quan, t6 chirc trén thé gidi, trong d6 bao gdm Purc, Singapore, TAy Ban
Nha, An Do, Israel, Nam Phi,... Cu thé, cic mdy tinh chay hé diéu hanh
Windows 10 va cai dit phan mém Falcon Sensor cua hang CrowdStrike déu gap
16i man hinh xanh (Blue Screen Of Death - BSOD) va khong khoi dong lai dé
hoat dong binh thuong.

Nham dam bao an toan thong tin cho hé thdng thong tin, S Y té dé nghi
cac co quan, don vi ¢6 st dung san pham cua CrowdStrike chu dong kiém tra, ra
soat hé thong thong tin dang sir dung c6 kha ning bi anh huong boi rai ro an
toan thong tin trén va chu dong theo ddi cac thong tin lién quan nham thyc hién
khic phuc rui ro trong trudong hop bi anh hudng. Thong tin chi tiét va hudng dan
khac phuc doi véi cac thiét bi da bi anh huong duoc néu tai Phu luc kém theo
Cong vin s6 1384/CATTT-NCSC ngay 20/7/2024 ciua Cuc An toan thong tin
(kém theo).

Trong trudng hop can hd tro xtr 1y, tng ctru va khic phuc su ¢b, dé nghi
lién hé véi cac dau mdi hd tro néu trong Cong vin sd 995/CATTT-NCSC hoic
dau mdi S¢ Y té: Ba Nguyén Thi Kim Ngan, phong Ké hoach Tai chinh; dién
thoai: 0889033054; email: nganntk@soyte.baria-vungtau.gov.vn./.
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