UBND TINH BA RIA-VONG TAU CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Péc 1ap - Tw do - Hanh phic
Sb: 3037/SYT-KHTC Ba Ria-Viing Tau, ngay05 thangd8 nam 2024

VIV trién khai cac giai phap trong tAm
nham tang cuong hi€u qua cong tac
bao dam an toan h¢ thong thong tin.

Kinh gui: Thu trudng cac co quan, don vi truc thude.

S6'Y té nhan Cong van s6 1929/STTTT-CDSBCVT ngay 01/08/2024 ciia
S¢ Thong tin va Truyén thong, vé vi€c trién khai cac giai phap trong tam nham
tang cuong hi¢u qua cong tac bao ddm an toan h¢ thong thong tin;

Nham ting cudng cic giai phap bao dam an toan hé théng thong tin theo
chi dao ctia Uy ban nhan dan tinh tai Cong vin s6 10136/UBND-VP ngay
22/7/2024 vé viée thuc hién cac giai phap trong tdm nham ting cudng hiéu qua
cong tac bao dam an toan hé théng thong tin; huéng dan ciia Bo Thong tin va
Truyén thong tai Cong van s6 2517/BTTTT-CATTT ngay 27/6/2024 vé viée
hudng dan mot sb giai phap ting cuong bao dam an toan he théng thong tin; SO
Y té @ nghi cac co quan, don vi trién khai 06 giai phap trong tam nhu sau:

1. Binh ky sao luu dit liéu ngoai tuyén “offline” v&i chién lugc sao luu
theo nguyén tac 3-2-1: c6 it nhat 03 ban sao dit liéu, luu trir ban sao trén 02
phuong tién luu trir khac nhau, véi 01 ban sao luu ngoai tuyén “offline” (st
dung tape/USB/6 cting di dong,...). D li¢u sao luu offline phai dugc tach biét
hoan toan, khong két ndi mang, co lap dé phong chong tan cong leo thang vao
hé thong Iru trir. Dir ligu sao Iuu téi thiéu gom: cau hinh cua hé thong va céc
phan mém, ng dung; log file; dix liéu quan trong cua hé thong;.... Can clr yéu
cau thyuc té ctia hé thong thong tin va nhu cau, nang lyc cua co quan, don vi, dia
phuong dé xac dinh thoi gian dinh ky sao luu, d6i tuong dit liéu sao luu, phuong
an sao luu,... nham dam bao nhanh chéng khéi phuc hoat dong cua hé théng néu
Xay ra tan cong mang.

2. Trién khai giai phap dé san sang phuc hoi nhanh hoat dong cua hé
théng théng tin khi gap sy cd, dua hoat dong cua h¢ théng thong tin tré lai binh
thuong trong vong 24 tiéng hoac theo yéu cau nghiép vu.

3. Trién khai cac giai phap, dic biét 1a giai phap giam sat an toan thong
tin, dé ngan ngira, Kip thoi phat hién som nguy co tan cébng mang ddi voi ca 3
giai doan: (1) xam nhap vao hé thdng; (2) nam gian diép trong hé théng; (3)
khoi tao qué trinh pha hoai hé thong.

4. Ra soat, diéu chinh thiét ké mo hinh mang dé bao dam hé thdng théng
tin duwoc phan ving phi hop theo cip do. Pong thoi, ra soat, cap nhat giai phéap
dé dam bao phong chong xam nhap giira cac viing mang, dac biét giai phap dé
ngan ngura nguy co bi tan cong leo thang tir ngudi dung néi by, nguoi dung Cubi.
Chuyén ddi, nang cap cac tng dung va phan mém, giao thuc, két ni lac hau,



khong con duoc hd tro Ky thuét hogc c6 quyén truy cap truc tiép dén heé thong,
sang phuong an st dung cac nén tang, tng dung (app/web based) dé giam thiéu
nguy co tin céng mang leo thang.

5. Tang cuong giam sat, quan ly cac tai khoan quan trong, tai khoan quan
tri & phong ngira, giam thiéu thiét hai trong truong hop tin tac chiém quyén, cé
tai khoan quan tri.

6. Ra soat, khac phuc va khong dé xay ra cac I5i co ban dan dén mat an
toan hé thong thdng tin.

Huéng dan chi tiét tai Phu luc kém theo Cong vén ,sé 2517/BTTTT-
CATTT. Trong truong hop cén ho tro xu ly, ing ciru va khac phuc su co, dé
nghi lién h¢ voi1 cac dau modi ho tro:

- Pau mdi diéu phdi tmg ctru su ¢b qudc gia:

Trung tdm Dit liéu y té - Cuc Cong nghé thong tin, B4 Y té (ThS. Hoang
Pang Tri; dién thoai: 0987772483; Email: trihd.cntt@ moh.gov.vn);

Cuc An toan thong tin; dién thoai: 0869100320; Email: ais@mic.gov.vn.

Trung tdm Ung ctu khan cap khong gian mang Viét Nam
(VNCERT/CC); di,én thoai: 02436404421 hodc sO di¢én thoai truc duong day
nong tng ctru su co: 0869100317; Email: ir@vncert.vn.

Trung tam Giam sat an toan khong gian mang qudc gia (NCSC); dién
thoai: 02432091616 hoic s6 dién thoai truc duong day noéng hd trg giam sat,
canh bdo som: 0336666905; Email: ais@mic.gov.vn.

- Pau mdi SO Thong tin va Truyén thong tinh Ba Ria-Viing Tau:

Ong Trang Mach Hoang Nguyén, Phong Vién Thong - Cong nghé thong
tin; dién thoai: 0909813717; Email: nguyentmh@ sotttt.baria-vungtau.gov.vn

Ong Pham Huynh Quang Vinh, Trung tim CNTT va Truyén thong tinh;
dién thoai: 0908380621; Email: vinhphq@sotttt.baria-vungtau.gov.vn

- Pau méi SO Y té&: Ba Nguyén Thi Kim Ngan, Phong Ké hoach-Tai
chinh; dién thoai: 0889033054; Email: nganntk@soyte.baria-vungtau.gov.vn

pé nghi cac co quan, don vi nghiém tic trién khai thuc hién./.

Noi nhin: KT. GIAM bOC
- Nhur trén; PHO GIAM POC
- Giam doc SYT; 7

- Cac Ph6 Giam dbc SYT;
- Trang TTDT SYT;
- Luu: VT, KHTC.

Bui Chi Tinh
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